
Chris’s Workstation
192.168.1.7

Firewall 25
192.168.1.7

Anonymous Workstation
192.168.1.7

Anonymous Workstation
192.168.1.7

Sam’s Workstation
192.168.1.7

Router 11
192.168.1.7

Henry’s iPhone
192.168.1.7
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571-438-5080
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About BlueNet

� Visualize network structure and activity 
intuitively

� Identify potential vulnerabilities and 
optimize network design

� See live updates in real time

� Rewind and replay past events

� Find time periods with unusual activity

Supported Capabilities

Simulate and monitor network activity

Access historic events with full activity log 
and device details

Filter to find devices in large networks

Run multiple simulations simultaneously

BlueNet
Craft Your Cyber Battlefield



Please contact Kyle Miller for more information:
miller.kyle@brd.ctr.nro.ic.gov

kyle.miller@blueridgedynamics.com

571-438-5080

blueridgedynamics.com

BlueNet
Craft Your Cyber Battlefield

View Live and Historic Activity

Anonymous Workstation Added

Unknown Network 3:30 PM

Sam's Device 35

Connected To

26 Devices (Network A)

Mixed Line Type 5:34 PM
April 23-29, 2023 Today

4/23 4/24 4/25 4/26 4/27 4/28 4/29

Start Date and Time

Select Date and Time

Window

6 hours

Past 30 Minutes Live

Apr 2023

Mo Tu We Th Fr Sa Su

27 28 29 30 31 1 2

3 4 5 6 7 8 9

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 27 28 29 30

Cancel Select

John’s Workstation

Connected To

Workstation 32

Yellow, Dashed Line 4:15 PM

Sam’s Workstation

Changed from Gray to Red 5:30 PM

Router 25

192.168.1.7

Router 25

192.168.1.7

Mark’s Workstation

192.168.1.7

Router 25

192.168.1.7

Office Network 2

Hannah’s Workstation

192.168.1.7

Chris’s Workstation

192.168.1.7

Office Firewall

192.168.1.7

Office Computer 1

192.168.1.7

Henry’s iPhone

192.168.1.7

Mark’s Galaxy S9

192.168.1.7

Office Computer 3

192.168.1.7

Router 11

192.168.1.7

Main Server

192.168.1.7

Backup Server

192.168.1.7

2nd Floor Printer

192.168.1.7

Office Computer 1

192.168.1.7

Big Server

192.168.1.7

Mark’s Galaxy S9

192.168.1.7

Router 11

192.168.1.7Little Server

192.168.1.7

2nd Floor Printer

192.168.1.7

Private Network 22

Control Room

Router 11

192.168.1.7

Control Room Door

192.168.1.7

Smart Portal

192.168.1.7

System 24
192.168.1.7

Server Room

Laptop 24
192.168.1.7

Server 1

192.168.1.7

Server 3

192.168.1.7

Server 5

192.168.1.7

Server 7

192.168.1.7

Server 2

192.168.1.7

Server 4
192.168.1.7

Server 6

192.168.1.7

Server 8

192.168.1.7

Small Server Room

Server 1

192.168.1.7

Server 3

192.168.1.7

Server 5

192.168.1.7

Server 2

192.168.1.7

Server 4
192.168.1.7

Main Office Server

Device Type

Server

Color

Red

Operating System

Linux

Data

No Data

Network

Office Network 2

Timestamp

00:00:25

ID

1234567890123456789
01234567890

Interfaces (2)

Interface A
IPV4 75493024

IPV6 859034394595

MAC 7876985

Interface B
IPV4 75493024

IPV6 859034394595

MAC 7876985

Connections (4)

Anonymous Wor... Red, Solid Line

Router 11 Red, Dashed Line

2nd Floor IOT Red, Solid Line

Unknown Network

Anonymous Workstation
192.168.1.7

Red Team 9

Hacker Phone 1
192.168.1.7

WAP 8
192.168.1.7

Red Team IOT
192.168.1.7

Server 195
192.168.1.7

Server 198
192.168.1.7

Server 200
192.168.1.7

201
192.168.1.7

Optimize your network design

Simulate an attack and gain insight on 
how to defend yourself

Understand data routes and device 
relationships

Create and monitor your test bed 
scenarios

Rewind to the past to analyze unusual 
activity

See device activity and which server 
they’re connected to

Quickly jump from past events to live 
events and vice versa

Monitor OCO and DCO in real time


